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FedStackRF: A Network Intrusion Detection Framework
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Abstract

With the rapid digitalization of society, network intrusion detection has become a critical defense for safeguarding information
systems against evolving cyber threats. However, traditional detection methods face significant challenges in handling
sophisticated attacks and ensuring data privacy. This paper proposes FedStackRF, a novel framework that combines federated
learning with ensemble learning techniques, specifically stacking and Random Forest, to address these challenges.
FedStackRF employs a stacking architecture where Random Forest acts as the base model and logistic regression serves as the
meta-model. Federated learning is utilized during meta-model training to ensure privacy preservation while effectively
handling non-1ID data across distributed clients. Experimental results validate the effectiveness of FedStackRF, demonstrating
a near-centralized performance with only a marginal AUC difference of 0.0051% compared to the centralized Random Forest
model. The framework significantly improves anomaly detection capabilities, achieving an average AUC improvement of
1.53% over local models and a 0.19% improvement over Ensemble Random Forest. Moreover, the framework’s
interpretability and low computational cost make it suitable for deployment in resource-constrained edge environments. These
findings highlight FedStackRF as a robust and scalable solution for advancing network intrusion detection in privacy-sensitive

and distributed scenarios.
1 Introduction

With the pervasive digitalization of society, network
intrusion detection has become a foundational component in

protecting information systems against evolving cyber threats.

Traditional intrusion detection methods primarily depend on
rule-based or signature-based mechanisms, which, although
effective for known threats, struggle to counter sophisticated
and stealthy attacks such as advanced persistent threats
(APTs) and newly emerging attack vectors. Additionally, the
widespread adoption of IoT devices, mobile platforms, and
other connected endpoints has led to unprecedented growth in
network traffic, intensifying concerns around data privacy.
This raises an urgent need for network security solutions that
can effectively safeguard user data privacy in distributed
environments.

Random Forest (RF), as an ensemble learning technique, is
widely adopted for its high classification accuracy,
robustness, and interpretability. However, traditional machine
learning models like Random Forest rely heavily on access to
sufficient and diverse data to perform effectively. As privacy
and security concerns grow, centralized machine learning
approaches face increasing limitations when collecting and
processing large-scale user data. This is particularly critical
for network intrusion detection, where data associated with
attack characteristics is highly sensitive, and centralized
storage and processing of such data carry considerable
security risks. In this context, Federated Learning (FL) has
emerged as an effective distributed learning framework that
allows models to be trained locally on each client while only

transmitting model parameters, thereby preserving data
privacy.

Most existing FL frameworks are primarily designed for
neural networks. Although neural networks excel at handling
unstructured data such as images and audio, their decision-
making process is often opaque and lacks transparency. In
contrast, Random Forest models are highly effective with
structured tabular data, including complex categorical
variables and feature interactions, and they provide clear
insights into the decision-making process through feature
importance scores and decision paths. This transparency is
particularly ~ valuable in network security, where
interpretability is essential. Additionally, Random Forest
models are computationally efficient, with relatively low
training costs, making them ideal for deployment on edge
nodes with limited storage and processing capacity.

However, applying Random Forest models within a federated
learning context presents unique challenges. Conventional FL
methods, such as those based on the FedAvg algorithm, rely
on averaging gradients across clients to optimize a global
model, which is well-suited for parameterized models like
neural networks. In contrast, tree-based models such as
Random Forest lack this parameterized structure, rendering
such approaches ineffective. Consequently, specialized FL
techniques tailored to Random Forest are necessary, capable
of handling the non-IID (non-independent and identically
distributed) nature of data across clients while maintaining
model interpretability during inference.

To address these challenges, we propose FedStackRF, a
novel network intrusion detection framework that combines
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Abstract—The operation and maintenance challenges of
photovoltaic (PV) plants are becoming increasingly prominent due
to their long service life and environmental factors. Considering
the high cost of manual maintenance, intelligent operation and
maintenance technology represented by unmanned aerial vehicle
(UAV) inspection has received great attention. The UAV carrying
dual-light cameras can collect visible and infrared images of PV
modules simultaneously. In this paper, we propose to use the
Faster-RCNN model to complete the defect detection and
classification of PV modules. The experimental results show that
the trained Faster-RCNN model has high recognition accuracy for
defects in both types of images. The models trained by the two
types of images are combined to jointly complete the task of defect
identification and classification of photovoltaic modules, realizing
the complementary and fusion analysis of information, which is
conducive to the better judgment of defects.

Keywords—photovoltaic plants, visible light image, infrared
image, defect detection, fusion analysis

[. INTRODUCTION

Solar energy performs well among renewable energy
sources known to human beings. It is widely distributed, clean,
safe, and renewable, making it an ideal energy choice for the
future of mankind. At present, the utilization rate of solar energy
by human beings is still low, the production cost is still high, and
the photovoltaic industry has great development potential. To
build a smarter, greener, safer and more efficient energy
intelligent operation and inspection system, the construction
scale of photovoltaic (PV) plants is getting larger and larger, and
the O&M challenges of PV plants are becoming more and more
prominent. The maintenance of photovoltaic modules is the top
priority in operation and maintenance. High-frequency
problems such as shelter and hotspots of PV modules are the
main causes of power plant equipment failures, and the overall
power generation efficiency of the power plant will be greatly
improved by timely detection and treatment of these problems.

Defect detection by visible and infrared images of PV
modules is a less labor-intensive method. An unmanned aerial
vehicle (UAV) can be used to collect images of PV modules
directly. This technology is very economical and practical for
the operation and maintenance of photovoltaic plants. The
flexibility of UAVs can greatly improve the efficiency of
operation and maintenance as PV plants usually have complex
terrain conditions. UAVs equipped with dual-light cameras can
obtain both visible and infrared images of PV modules at the
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same moment. The visible image has high resolution and
contains a lot of details and color information. In contrast,
infrared images, although it is not as high resolution and not as
capable of capturing module details, can detect the surface
temperature of the PV module, introducing a new dimension of
information for fault detection that can react to faults located
inside the PV module [1]. Therefore, maximizing the
information within both images allows for more accurate
detection and classification of PV module surface faults. The
authors in [2] have completed the detection and classification of
some surface defects and intrinsic defects of PV modules by
extracting the features of the electroluminescent images of PV
modules  through deep networks. However, the
electroluminescence images of PV modules require special
instruments and a specific environment to complete the capture,
which cannot be done by UAVs. The authors in [3] used a
convolutional neural network model to accomplish the detection
and classification of defects in visible light images taken by
UAVs. The authors in [4] used two approaches to accomplish
the detection of hot spot defects in PV modules. One approach
is the classical digital image processing methods using surface
features for classification and the other approach uses
convolutional neural networks for classification. Experimental
results show that the conventional image processing algorithms
are not very robust and require a lot of adjustment of the model
parameters when the detection environment changes.
Convolutional neural networks have more powerful and
efficient feature extraction capability in image processing and
have more robustness and generality. The Faster-RCNN
algorithm is widely adopted in the field of target detection, and
it has been continuously improved to achieve high recognition
accuracy [5]-[7]. Therefore, this algorithm is intended to be used
in this experiment to complete the construction of the detection
model.

The main technical contributions made in this work are
summarized as follows: (1) The raw visible and infrared images
collected by the UAV are processed. The characteristics of the
PV components with defects on the images are clarified, and the
images containing defective components are screened to
produce the dataset. (2) The produced dataset is used to train the
built Faster-RCNN model. The experimental results show that
the trained model can well perform the detection and
classification tasks of PV module defects, and the detection
results are fused after the visible image based detection model
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Keywords:
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Impact assessment

Cyberspace intrusions targeting modern industrial cyber-physical systems (ICPSs) are considered highly persis-
tent and stealthy penetration processes that can result in catastrophic consequences for industrial infrastructures.
Existing studies predominantly concentrated on detection and defense strategies for specific stages of intrusions
without much knowledge of underlying system operational mechanisms, characteristics and evolutionary pat-
terns. In this paper, we present a novel approach that integrates statistical knowledge and game theory to
establish a comprehensive security model covering various aspects, including anomaly detection, behavioral
analysis, strategy generation and impact assessment. Specifically, a statistical model, i.e. Poisson intrusion model
(PIM), is developed to characterize the probabilistic properties of intrusions by leveraging knowledge of their
occurrence patterns and frequencies. A Bayesian inference-based model is proposed to analyze the intrusion
behaviors for anomaly detection. Then, by integrating statistical knowledge of intrusions and detections, a
Markov game model is formulated to characterize the interactive actions and strategies between attackers and
defenders throughout the intrusion process. Further, the cross-layer impact is assessed by quantifying the po-
tential consequences under corresponding cyber security conditions in terms of production performance
degradation and unintended incident losses. Finally, the proposed approach is validated through extensive ex-

periments for power plant operational scenarios.

1. Introduction

The rapid progress and extensive adoption of state-of-the-art infor-
mation and communication technologies (ICTs) have brought about a
significant revolution in conventional industrial control systems (ICSs)
[1]. These systems have transformed into interconnected and networked
industrial cyber-physical systems (ICPSs), seamlessly merging cyber-
space technologies with physical systems. This intelligent digital trans-
formation has brought about a substantial enhancement in production
efficiency and manufacturing capabilities across a wide range of in-
dustrial sectors (e.g., power grids, water distribution systems, chemical
factories) [2]. However, the increasing interconnectedness of the
Internet also exposes ICPSs to potential cyber intrusions from external
networks, that can cause seriously destructive effects on the critical
physical infrastructure [3,4]. For instance, the Stuxnet attack on Iran’s
nuclear facilities in 2010 and the BlackEnergy on Ukraine’s power grid
in 2015 both resulted in catastrophic consequences for industrial
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infrastructures [5-7]. Consequently, there is a pressing need for the
implementation of robust and comprehensive security measures to
protect ICPSs against such threats.

As highlighted in [8], advanced cyber intrusions targeting ICPSs
exhibit the characteristics of a high level of specificity and persistence.
The cyber intrusions can be carefully designed and tailored to exploit
specific vulnerabilities and maintain a persistent presence within the
compromised systems [9,10]. However, existing security methods pre-
dominantly focus on proposing detection technologies and defense
strategies for specific stages of cyber intrusions, while lacking a pro-
found understanding of their underlying mechanisms, characteristics,
and evolutionary patterns [11]. For instance, intrusion detection sys-
tems (IDS) and intrusion prevention systems (IPS) can only operate up to
the initial stage of intrusion detection [12,13]. While they can effec-
tively identify potential intrusions and apply preventive measures, their
scope is limited to the early stages of an attack [14]. Therefore, it is of
utmost importance to develop comprehensive defense mechanisms that
can anticipate and counter attacks at every stage of the intrusion process
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