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Abstract. With the proliferation of Internet development, Distributed
Denial of Service (DDoS) attacks are on the rise. As rule-based traf-
fic analysis frameworks and Deep Packet Inspection (DPI) defense mea-
sures can effectively thwart many DDoS attacks, attackers keep exploring
various attack surfaces and traffic amplification strategies to nullify the
defense. In this paper, we propose DDoSMiner, an automated framework
for DDoS attack characterization and vulnerability mining. DDoSMiner
analyzes system call patterns of the TCP-based DDoS attack family,
then generates Attack Call Flow Graph (ACFG) by discerning the dif-
ferences between DDoS attack traffic and benign traffic. Furthermore,
DDoSMiner identifies and extracts drop nodes and pivotal TCP states
from the distinctive characteristics of attack traffic, then passes to the
symbolic execution framework for exploring variants of the DDoS attack.
We collectively analyze six types of TCP-based DDoS attacks, construct
the corresponding ACFG, and identify a set of attack traffic variants.
The attack traffic variants are evaluated on the widely used Network
Intrusion Detection System (NIDS) Snort with three popular rule sets.
The result shows that DDoSMiner indeed discovers the new DDoS attack
trace, and the corresponding attack traffic can bypass all three defense
toolkits.

Keywords: TCP-based DDoS attacks - Attack Call Flow Graph -
Symbolic execution

1 Introduction

With the evolution of the Internet, the security issues of the Internet have gar-
nered increasing attention. Among the various threats to networks, Distributed
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