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Neural Network for Encrypted Traffic Classification
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Abstract—Traffic classification occupies a significant role in
cybersecurity and network management. The widespread of en-
cryption transmission protocols such as SSL/TLS has led to the
dominance of deep learning based approaches. In cybersecurity,
strong adversaries often complicate their strategies by constantly
developing emerging attacks. Meanwhile, security practitioners
desire to grasp the reasons for inference results. However, existing
deep learning approaches lack efficient adaptation for incremental
traffic types and often have less interpretability. In this paper,
we propose I?RNN, an Incremental and Interpretable Recurrent
Neural Network for encrypted traffic classification. The I’RNN
proposes a novel propagation process to extract the sequence finger-
prints from sessions with local robustness. Meanwhile, this proposal
provides interpretability including time-series feature attribution
and inter-class similarity portrait. Moreover, we design I?RNN in
an incremental manner to adapt to emerging traffic types. The
I?RNN only needs to train an additional set of parameters for
the newly added traffic type rather than retraining the whole
model with the entire dataset. Extensive experimental results show
that our I2RNN can achieve remarkable performance in traffic
classification, incremental learning, and model interpretability.
Compared with other local interpretability methods, our IZRNN
exhibits excellent stability, robustness, and effectiveness in the
interpretation of network traffic data.
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I. INTRODUCTION

RAFFIC classification is important to the entire network

for many different purposes, such as network management,
Quality of Service (QoS) guarantees, and cybersecurity [1],
[2], [3]. Over the last decades, the volume of traffic starts
to be encrypted by application-layer encryption transmission
protocols, such as Secure Socket Layer/Transport Layer Security
(SSL/TLS) [4], [5]. Such encryption technology protects the
privacy of Internet users, yet it provides attackers chances to
evade firewall detection and circumvent surveillance systems.
For example, an attacker may exploit encryption technology
to invade and attack the system anonymously. That is to say,
encryption technology brings new challenges to traffic identi-
fication. Therefore, the classification of encrypted traffic has
attracted great attention in both academia and industry [6].

Previous traffic classification methods can be roughly divided
into four main categories: port-based [7], payload-based [8],
[9], machine-learning-based (ML-based) [10], [11], and deep-
learning-based (DL-based) [12], [13]. The wide adoption of
traffic encryption techniques, such as the SSL/TLS protocols,
causes traditional port-based and payload-based methods to
nearly fail. The payload values in packets can be considered as
totally randomized after cryptographic encryption [14], which
are extremely difficult (nearly impossible to some extent) for
those port-based and payload-based methods to handle. There-
fore, many researchers turn to ML-based and DL-based meth-
ods, which have become the mainstream methods for encrypted
traffic classification nowadays.

The workflow of traffic classification with machine learning
mainly contains two phases, namely feature engineering and
model training [15]. The former is to design and select sta-
tistical features from traffic flows, such as the average packet
length, the average interval of packet arrival time, the maximum
TCP window size, etc. The latter is to feed the features into a
specific classification model, e.g., SVM [16]. Both phases will
directly affect the eventual performance and effectiveness of the
classification. Meanwhile, the ML-based method is especially
dependent on the so-called feature selection process which re-
quires the sophisticated experience of those experts in the area.
Therefore, many end-to-end or nearly end-to-end methods based
on deep learning were proposed as in demand [17], [18]. These
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